2X UselFirst Time Installation Instructions

Go to the Information Systems Alliance web page: http://www.is-alliance.org/

Clickon ¢ { S dgidp ¢ H - as shown below.
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The first time you take this option, you should see the error messages as shown below.
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http://www.is-alliance.org/

You will see the certificate error message next to URL, at the far right.

Click on the certificate error message

I D AppiscabonServer Access Portal - Windown Intermet Explores
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2x ACCESS PORTAL

Welcome to the 2X ApplicationServer Access Portal.

Please Login

Username:
Password:
¢ Secure Logn
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The Certificate Information will be displayed as shown on the following page.
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ClickonaLyadl €t / SNIAFTAOLFGSE

Cer@e . li

General [Detaﬂs I Certification Path

@% Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: asp2.is-alliance.org

Issued by: asp2.is-alliance.org

Valid from 8/20/2009 to 8/20/2010

Install Certificate...| | Issuer Statement

Learn more about Certificates

Follow the instructions shown on the next page to properly install the certificate in Internet Explorer.
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Click on cNexte

If you are using Windows XP, this Certificate Import Wizard will look a bit different than the one show

below which is from Windows Vista.

"
Certificate Impart Wizard

Welcome to the Certificate Import
Wizard
e Ths wizerd helos you copy cersficates, certifcate bust
= heta, and certficate revocaton kats from your diek %o 0
Carbficate siore,

A certficate, whach s ssued by & certification suthonty, =
# cordemation of your identity and contens réarmaton
used % probect data of 1o matablish secure network
comrmctions. A certAcate store is the systen srea shate
certlzates are kept.

To contrue, dick Next.

Choose Option: ¢Place all certificates in the following store€. Then Click on éBrowseg

Certificate Import Wizard |._____

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(") Automatically select the certificate store based on the type of certificate

@ Place all certificates in the following store

Certificate store:

Browse...

Learn more about certificate stores

[ <Back || Next> | [ cancel

Page 4 of 14

1/7/10



A Window will pop up; please select Trusted Root Certification Authorities. Click on OK

| = |

Select Certificate Store

Select the certificate store you want to use.

~{ | Personal

- ] Trusted Root Certification Authorities
‘.. | Enterprise Trust
------ ] Intermediate Certification Authorities

i "] Trusted Publishers

"1 lintructad Cartifirates
m

by | »

| P

[7] show physical stores
[ oo || cancel |

Your options will now look like below. Click on éiNexte

-

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for

the certificate.
() Automatically select the certificate store based on the type of certificate

(@) Place all certificates in the following store

Certificate store:
Trusted Root Certification Authorities

Learn more about certificate stores

<Back | Mext> | [ Ccancel
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Click on ¢Finishé

Certificate Import Wizard

Completing the Certificate Import
Wizard

The certificate will be imported after you click Finish.

You have spedified the following settings:

Content Certificate

< mn

Certificate Store Selected by User RETS LI do )il

| <Back || Fnsh | [ cancel |

A box will pop up. Click dYese to install the certificate.

.
Security Warning

[ = ]

You are about to install a certificate from a certification authority (CA)
claiming te represent:

asp2.is-alliance.org

Windows cannot validate that the certificate is actually from
"asp2.is-alliance.org". You should confirm its origin by contacting
"asp2.is-alliance.org". The following number will assist you in this
process:

Thumbprint (shal): 9B13FDEC B35E40E0 80BD6C1F B141711B E5614200

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

Yes | No I

Page 6 of 14

1/7/10



You will get a confirmation that your certificate install was successful. Click dOY €

Certificate Import Wizard I 22 }

10) The import was successful,

Click 60Y ©n the message as shown below.

e 5
Ce@e ! |A|

General ioetaas I Certification Path

@a Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: asp2.is-alliance.org

Issued by: asp2.is-alliance.org

Valid from 8/20/2009 to §/20/2010

Install Certificate...| | Issuer Statement

Learn more about

Close out of Internet Explorer. Reopen Internet Explorer and return to the Information Systems Alliance
webpage: http://www.is-alliance.org/

Clickond { SOdzNB¢Hh-S&a | U 2 LI

The 2X Access Portal Login Webpage will be display as shown on the following page. The ccertificate
erroré will no longer be displayed.
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http://www.is-alliance.org/

Enter your Secure Desktop Username and Password.

> X AppicationServer Acoess Portal - Internet Explorer provided by Ded
@ . £ ttps.//asp2 is-allance org/2owebportal Aogon aspx
Fe  fda  Yiew Faventes Tools Help

&Y Windowa Live  Biryg B - What's New  Profile Ml Photos  Calendar  MSH  Shars o | =

—

W e 82X ApplicationServer Access Portal "} » E) » #= = rPsge~ i) Took v

i

r

2x ACCESS PORTAL

Welcome to the 2X ApplicationServer Access Portal.
Please Login

Usemame:
Password

4 Secure Logn

_legin

Powared oy 2X.
Copynght € 2003-2008 2% Sofrware Ltd

When logging into 2X for the first time, the message shown below will appear.
Click on the box in front of éDo not ask me againé andaddad OK S O1. Y I NJ €

Click dvesé

Security Alert |i|

m Information you exchange with this server cannot be
viewed or changed by others. However, there is a problem
with the server security certificate.

,The certificate is zelf signed. <18=

¥ Do not ask me again

Do you want to proceed?

Yes Mo View Certificate...
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The 2X Access Portal webpage will appear. Click on éDownload 2x Application Client€ as shown below.

> IX ApphcationServer Access Portal - Internet Explorer peovided by Dell

fle Edt Yiew Favontes Jook Hep

B WiodowsLive  ling r_'J - What's New Profde Mal  Photos  Calendar MSN  Shase 3.y ) R s Sandy + .
W 8 ZX ApplicatonServer Access Portal "Bov Bl v omm v )Pagew () Tock v
D2 ~ccess PorTAL
Logout [tr1]
Farm: Connection Mode: SSL Mode -
Deshtop
s Sa t

Click & w doyi the following message:
File Download - Security Warmning |
Do you want to run or save this file?

Mame:  Z=Client.mzi
Type: wWindows Inztaller Fackage, 2 78ME
From: w2 com

Bun Save

— While filez from the Internet can be wuzeful, thiz file type can

| | :

B potentially harm your computer. [Fyou do not trust the source, do not
S unar zave thiz software, What's the risk?
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Clicka b SEG ¢

[ - -
15 2X Client Setup [E=EE 5

Welcome to the 2X Client 7.3 (768)
Setup Wizard

The Setup Wizard will install 2X Client on your computer, Click
Next to continue or Cancel to exit the Setup Wizard.

Back [ Next ] [ Cancel

The End-User License Agreement will appear.
Clickontheboxy SEG (2 &iLS NGO AU GiKKSS [ A @By @ BK $ ANBSBIYSlydid Iy

Clickona b SE (¢

[ 1
15 2X Client Setup b= ) e
End-User License Agreement P 4
Please read the following license agreement carefully 2)\
2X Client -~

Licensed Copies: 1 57:‘

END-USER LICENSE AGREEMENT

Agreement ("EULA"™) is a legal agreement between you
(either an individual or a single entity) and 2X
SOFTWARE Ltd. for the 2X software product identified
above, which includes computer software and may —

l IMPORTANT-READ CAREFULLY: This End-User License

[¥]1 accept the terms in the License Agreement

[—;rr] [ Back J[ Next ] [7Cancel ]
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Clickon & b S o install the 2X client to the destination folder. Depending upon your version of
Windows, the destination folder may be slightly different than what is shown below.

) 2X Client Setup = |5
Destination Folder P 4
Click Next to install to the default folder or dick Browse to choose another. 2)‘

Install 2X Client to:

IC:\Program Files (x86)\2X\Client\

Browse...

[ Back ][ Next ] [ Cancel

Click & L y &taibegin thé installation of the 2X client.

) 2X Client Setup ==

Ready to install 2)(

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard,

Back ][ Install ] [ Cancel
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The installation status will be displayed.

) 2X Client Setup =&

Installing 2)(

Please wait while the Setup Wizard installs 2X Client.

Status:

-

When the following message pops up, click anb &

XClient =

e —— = —

£ Setup is going to instal update 2X SingleSignOn component.
!.l-ﬁ When this component is installed your credentials wil be used automaticaly.

Instaliing this component will disable Windows XP Fast User Switching.

Do you want to install this component ?

T p——

[S

Clickonthe boxAy FNRBY G 27F & rerozye O&a GIiES @t ASIYNDEE |y R

Clickona CA Yy A a Ke
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y 2X Client Setup

Completed the 2X Client Setup Wizard

Clck the Frsh button 15 oxt ®w Setp Wieard

Leunch X Chent

Go Thin, Go 2X

i

Rebooting your computer now is suggested but not necessary.

Return to the Information Systems Alliance web page: http://www.is-alliance.org/

Clickona { S O dzNE ¢ b -Séad|thérbwhén the 2X Access Portal webpage appears, click on
GH-58a7102Lxk
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http://www.is-alliance.org/

-
File Download l&]

Do you want to open or save this file?

Name: Appl.2xa
Type: TSClient.Document, 459 bytes
From: asp2.is-alliance.org

2X<

Open ][ Save ][Cancel]

[ |iAlways ask before opening this type of file:

| Ay | While files from the Intemet can be useful, some files can potentially
g ham your computer. if you do not trust the source, do not open or
= savethisfile. What's the risk?

LT &2dz NBOSAGS G(GKS F2ff26Ay13

Y I NJClickonda | Saé

Security Alert |

23 Information you exchange with this server cannok be
viewed or changed by others, However, there is a problem
with the server security certificate.

|The certificate is self signed, <18

¥ Do not ask me again;

Do wou want ko proceed?

Yes Mo Wiew Certificate. .

You will now be able to access Secure Desktop using 2X.
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